Template 1 – Research Survey Consent to collect and handle PI/SPI 
Personal Information Protection Law (PIPL) Notice/Consent

[bookmark: _Hlk89933500][bookmark: _Hlk92119559][bookmark: _Hlk92121148][bookmark: _Hlk92120096]Instructions: This template is used if you are collecting Personal Information or Sensitive Personal Information directly from persons in Mainland China (excluding minors under the age of 14) (Articles 28-32 of the PIPL). For the purposes of this Informed Consent Form, the term “Personal Information” shall include any personal information and sensitive personal information as defined in the PIPL and the term “Mainland China” shall refer to the continental landmass under the direct control of the People’s Republic of China (PRC), including the islands of Hainan Province and five major autonomous regions (i.e., Tibet, Inner Mongolia, Xinjiang, Ningxia and Guangxi), but excluding the Hong Kong Special Autonomous Region (SAR), Macao SAR and Taiwan. 

DATA HANDLING (Collection, Transfer, Sharing, Storage, Access, etc.)  
It is important that the protocol and the consent Document(s) clearly delineate everyone who will handle the Personal Information/Sensitive Personal Information (PI/SPI) (by name), contact information for recipients, purpose, and method of processing the PI/SPI, type of PI/SPI (Data elements) and how data subjects can exercise their rights.  

NOTE:  Under PIPL all Personal Information is considered Sensitive Personal Information for research participants under 14 years of age, and all applicable security and handling requirements must be followed.

The following PIPL consent notice section should appear at the end of the informed consent, above the applicable signature block. [NOTE: Please ensure the information in the PIPL consent notice is consistent with other information within the consent document and delete all instructions]



Personal Information Protection Law (PIPL) Consent Notice
 

Northwestern University’s Privacy Policy describes in detail how the University handles Personal Information.  There are reasons why information about you may be used or seen by other people beyond the research team during or after this study.   Examples include:
· University officials, government officials, study funders, auditors, and the Institutional Review Board may need access to the study information to make sure the study is done in a safe and appropriate manner.  
· Collaborating researchers at other institutions who are involved with this study. [include this bullet point ONLY if applicable to your study]
· Service providers. The University works with third parties to provide services such as hosting, maintenance, and support. These third parties may have access to or handle your Personal Information as part of providing those services to us, but they are prohibited from using your Personal Information for their own purposes.
· [Add to this list other organizations that may have access to the participants records such as the US Department of Defense (DoD) or the Division of Health and Human Services (DHHS), when the research is conducted or funded by a federal agency, the sponsor, contract research organization, sponsor’s agent and other collaborating institutions.]


WHO WILL PROCESS YOUR PI: The names of the researchers who will be handling your Personal Information and their email addresses are: [ADD THE NAMES AND EMAIL ADDRESSES OF THE RESEARCHERS, INCLUDING ALL COLLABORATING RESEARCHERS]

PURPOSE: Your Personal Information will be collected in [STATE HOW THE DATA WILL BE COLLECTED, SUCH AS AN ONLINE FORM OR SURVEY, INTERVIEW, RECORDING, OBSERVATION, etc.] for the purpose of research as previously described in this informed consent notice.

[bookmark: _Hlk87427727]TRANSFER; Your Personal Information will be transferred and processed outside of Mainland China on Northwestern University servers, other collaborating university servers, and/or with cloud storage services hosted by third parties.

[bookmark: _Hlk90046555][bookmark: _Hlk108684563]SECURITY AND RETENTION: Your Personal Information will be [de-identified and] [retained indefinitely] [retained for X years and then be disposed of in accordance with the record retention schedules discussed in NU’s policy. [other – explain retention period]. 
[NOTE:  Under NU policy, you must keep research data a minimum of 3 years after the completion of the study. However, there are circumstances when other time periods may apply. (For detailed guidance on good research data security practices, please see NU IT's website at https://www.it.northwestern.edu/security/research.html);
· (If you will be collecting research data while outside the United States, please see NU IT's tips on data security when traveling: https://www.it.northwestern.edu/security/travel.html)]  

[bookmark: _Hlk89934087][bookmark: _Hlk89933644]Some of the information we are asking you to provide may be considered sensitive personal information as defined in Article 28 of the PIPL. Sensitive personal information is Personal Information that, if leaked or illegally used, may cause harm to the dignity of natural persons or grave harm to personal or property security, including your biometric characteristics, religious beliefs, specially-designated status, medical health, financial accounts, or individual location tracking, etc. Answering questions asking for your Personal Information, including your sensitive personal information, is completely voluntary. 

Under PIPL, all Personal Information is considered Sensitive Personal Information for research participants under 14 years of age, and all applicable security and handling requirements will be followed.

The Personal Information we are asking you to provide is important for our research because it will help ensure our research findings are accurate, valid, and useful. We will take appropriate steps to protect the Personal Information we collect and your privacy.  
The legal basis for collecting your Personal Information is consent, which you may withdraw at any time; however, doing so will not affect the handling of your Personal Information before your withdrawal of consent.


I consent to the handling (collection, use, retention, and sharing) of my Personal Information, including any sensitive personal information, for the purpose of research as set forth in this consent notice. I understand that I may withdraw my consent at any time, and that doing so will not affect the handling of my Personal Information before my withdrawal of consent. 
☐Yes         ☐No

I consent to the handling (collection, use, retention, and sharing) of my Personal Information, including any sensitive personal information, transferred outside of Mainland China on Northwestern University servers, other collaborating university servers, and/or with cloud storage services hosted by third parties. 
☐Yes         ☐No
Even if you respond “yes” to either of these statements, you may still choose not to answer the associated survey questions. However, if you respond “no” to either of these statements, or you withdraw your consent, you will not be able to participate in the research. 
To withdraw your consent to providing your Personal Information, including your sensitive personal information, please send an email to [PI NAME] at [PI EMAIL] indicating you want to withdraw your consent to your participation in [RESEARCH PROJECT NAME].

[bookmark: _Hlk108686081]If you live in Mainland China, you have certain rights under China’s Personal Information Protection Law (PIPL). To exercise those rights, please see University’s Privacy Policy: NU Retention of University Records Policy.


Research Participant Consent

I have read and agree with the above consent form, I certify that I am 18 years old or older and indicate my willingness to voluntarily take part in the study.

[bookmark: _Hlk111802030][Use the applicable signature block from the main consent template]
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