Appendix B
APPENDIX B: Research using Protected Health Information from Medical Records

	The Health Insurance Portability and Accountability Act (HIPAA) and its accompanying privacy standards, as well as other laws addressing the privacy of health information govern the use and Disclosure of Protected Health Information (PHI) by Northwestern Memorial HealthCare (NMHC) and other covered entities for research purposes.  PHI is a sub-set of individually identifiable health information – for a definition of PHI, see https://privacyruleandresearch.nih.gov/pr_07.asp.  In general, HIPAA requires the covered entity to obtain the written Authorization of a research participant prior to disclosure of the participant’s PHI in connection with the research.  However, IRBs and Privacy Boards have authority to grant waivers and alterations of the HIPAA Authorization requirement, and HIPAA provides additional exceptions to the Authorization requirement.  

If you will access PHI for your research study, you must explain in this Appendix what PHI data you plan to access, from what source, and under which HIPAA pathway you plan to access that data. 

In accordance with Feinberg School of Medicine (FSM) policy (https://www.feinberg.northwestern.edu/it/policies/research-use-of-edw-data.html , all researchers who wish to access NMHC electronic medical record (EMR) data needed for research must use Northwestern Medicine’s Enterprise Data Warehouse (EDW) to access that data.  This is true whether you plan to access the data only for recruitment and eligibility screening purposes or for secondary data analysis.   If you will need to access EMR data beyond that held in the NM EDW for your research study, you must obtain a written exception confirming that direct access to EMR data is necessary and that the information is not available through the EDW.  The IRB is not involved in the EDW exceptions process and you are not required to submit the written exception with your IRB protocol.  For information on applying for an exception to access EMR data beyond the EDW for research purposes, see: https://www.nucats.northwestern.edu/research-resources/data-analytics-informatics/edw.html.   
 



1. List all covered entities from which PHI will be obtained.



2. A covered entity may use or disclose PHI for research, provided the activity meets HIPAA requirements.  Identify the method(s) by which you are requesting to access PHI for your project:

☐ Research use or disclosure with Research Participant Authorization
NOTE: HIPAA Authorization language is included in a consent form template on the IRB website (see Consent Template with HIPAA Authorization, HRP-1721).  

☐ Participant Authorization with an alteration of use or disclosure

☐ Full waiver of Participant Authorization (most common for studies that involve secondary data analysis)

☐ Partial waiver of HIPAA Authorization for purposes of obtaining only contact information regarding potential study participants for recruitment purposes

☐ Limited data set with an accompanying data use agreement
(Limited Data Set refers to PHI that excludes 16 categories of direct identifiers and may be used or disclosed, for purposes of research, public health, or health care operations, without obtaining either an individual's Authorization or a waiver or an alteration of Authorization for its use and disclosure, with a data use agreement.)

☐ Research only with decedents’ information

☐ The data received by the research team for study purposes will be de-identified, pursuant to HIPAA’s de-identification standards.  (Do not check this box if a member of the research team will be responsible for de-identifying the data.  For an explanation of when data are considered de-identified under HIPAA, see NIH Publication, "Protecting Personal Health Information in Research: Understanding the HIPAA Privacy Rule").


3. List the variables in the PHI data to be analyzed – list ALL variables including the 18 HIPAA identifiers and all other variables that will be included in the PHI to be analyzed.


4. Explain your plan to protect HIPAA identifiers (such as name, patient number, birthdate) from improper use or disclosure.

5. Explain your plan to destroy individual identifiers at the earliest opportunity consistent with conduct of the research.   If you plan to retain identifiers, explain why. 


A complete waiver of HIPAA Authorization is most commonly requested for secondary data analysis studies, where the IRB also grants a waiver of consent.   
A partial waiver of HIPAA Authorization applies when the research team will obtain a list of patients meeting specified eligibility criteria, along with contact information for those individuals (obtained from medical record data -- in most cases, this information will be obtained from the Northwestern Medicine Enterprise Data Warehouse) to reach out to potential participants for study recruitment purposes; the study team will not access any further PHI for purposes of the study (beyond the participants’ contact information); and study participants will not subsequently provide HIPAA Authorization.
6.  If you are requesting a partial or complete waiver of HIPAA Authorization:

A. Explain why the research could not practicably be conducted without access to/use of PHI.

B. Explain why the research could not practicably be conducted without a waiver of Authorization.


NOTE: In applying for a full or partial waiver of the HIPAA authorization requirement, you are assuring the IRB that the identifiers you request will not be used for any other purpose or disclosed to any other person or entity (apart from research team members listed in this application), except as required by law, or for authorized oversight of the research study.  
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