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Poll: What percentage of survey responses do you 
think get excluded due to fraud in online studies?

o Less than 5% (no big deal)

o 5-20% (manageable problem)

o 20-50% (yikes, that’s concerning)

o Over 50% (we have a SERIOUS 
problem)

o Up to 94% (show me the receipts)
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ABOUT NUCATS
The Northwestern University Clinical and Translational Sciences 

(NUCATS) Institute provides scientists with consultative resources 

and expertise to accelerate how quickly transformative scientific 

discoveries make their way from the lab to patients and 

communities.

The Recruitment and Retention Consultation service strives to guide researchers towards equitable 

and efficient recruitment practices by leveraging our own expertise and centralizing recruitment 

and retention resources via our SharePoint.



Our history
• Launched as a pilot in 2020 within Medical Social 

Sciences/Impact; now a formally funded NUCATS 
service

• We employ innovative approaches that are 
adaptable across diverse populations and study 
contexts

• Designed to reach minoritized populations and 
address stigmatized conditions through innovative, 
community - engaged methods

• Published process model and delivered award 
winning, invited presentations nationally and 
internationally

• Your content/population expertise  Our R&R 
methods expertise



WE OFFER SCIENTIFIC GUIDANCE & TECHNICAL ASSISTANCE ON 
RECRUITMENT & RETENTION ACROSS THE LIFECYCLE OF YOUR STUDY

Designing recruitment 
strategy, grant budgeting 

guidance, letters of 
support

Feedback on 
advertising material 
design, copy, & IRB

Guidance on initiating 
digital/community-based 
recruitment campaigns & 

retention efforts

Troubleshooting 
recruitment and 
retention issues

Advice on obtaining 
participant feedback 

on your study 
procedures

ADDITIONAL SUPPORT
• Navigation to relevant NUCATS/FSM services (e.g., ethics consultations, community engagement, 

digital tools for tracking and communication)
• SharePoint resources and Teams - based R&R online community ( new!)
• % effort available for sustained or in - depth recruitment and retention support



Your team 
s u b m its  a n  
R&R re q u e s t 

fo rm  
(REDCa p )

Ad d itio n a l 
s u p p o rt if 
n e e d e d

Consultation PROCESS

30 - m in u te  
in ta ke  c a ll

Re s o u rc e s  
s u ffic ie n t

1- h o u r 
c o n s u lta tio n  

n e e d e d

Co n s u lta tio n  
h e ld ; 

re q u e s tin g  
te a m  p ro vid e d  

re s o u rc e s

Re q u e s tin g  
te a m  p ro vid e d  
re s o u rc e s  with  
b rie f write - u p

Ac c e s s  to  
Te a m s  

c h a n n e l a n d  
R&R re s o u rc e  

re p o s ito ry

Fre e  s e rvic e  (u p  to  two  1- h o u r c a lls  

p e r s tu d y)  to  Un ive rs ity a n d  c lin ic a l 

a ffilia te  s tu d y te a m s .



Our areas of expertise

• IRB guidance and templates

• Ad creative & copy

• Social media, dating apps, other online

• Detecting fraudulent participants

• Participant registries

• Community - informed recruitment 

practices

• …and more

RECRUITMENT
• IRB guidance and templates

• Optimizing outreach patterns & scripts

• Remote retention strategies

• Newsletter guidelines & templates

• Digital approaches to retention (e.g., texting, 

websites)

• Gamification techniques

• …and more

RETENTION



What Study Teams get
Following a consultation call, 
the study team will receive a 
summary of strategies 
discussed with links to 
resources to help the team 
implement the strategies

Example 
summary 
document 



Case example of ou  
expertise in action
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The benefits and pitfalls of remote recruitment & digital research studies

Opportunities
Expands access to geographically diverse, hard to reach 
populations
Cost-effective
Streamlines enrollment

Costs / risks
“Illusion of ease”, desire for bigger Ns
Potential for fraudulent participation, bad actors, poor quality data

• Excluded responses due to fraud range from 3% to 94% 
(Comachio et al., 2024)

Why It Matters:
Drains research resources ($ and time)
Poses risks to participant safety in some studies
Undermines data quality and study validity
Biases findings

Online research and recruitment is becoming increasingly 
popular, but it is not without risks
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Dealing with fraud, data quality, bad actors in research isn’t new, and it 
has gotten more complex over time
From “careless responding” and “mischievous responders” to bots and imposters

1
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Martino & Perrotta, 2025, The Conversation
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Our Experience Doing Online Recruitment

Current studies:
Cross-sectional

SCRIPT: Understanding biomedical HIV prevention 
perspectives in adolescents (two surveys, N = 700 and 
N=200)

PrEP4Teens: Adolescents’ perspectives on HIV 
prevention campaigns (one survey, target N = 1000, $5 
incentive)

Interventional/Implementation

SHER: A nationwide RCT to increase HIV testing in LGBTQ+ 
adolescents via a text messaging intervention (N = 360; $250 total 
for completing seven surveys)

10+ years in online recruitment and translational online research in sexual 
health, HIV, relationships, substance use, mental health, and COVID

1
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A Multilayered Approach to Preventing and Addressing Fraud
Using “end to end” approaches across the research lifecycle can mitigate concerns about data quality and fraud
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Backend 
Programming

Recruitment 
Strategies

Screening and 
Consent

During the 
Study

Data 
Quality/Analysi

s

Strategies to address data quality 
and fraud must evolve over time, 

ranging from simple tactics to 
complex, time intensive strategies. 

CAPTCHAs aren’t enough
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Poll: How would you feel if a researcher came to 
you saying, “I think half my participants might be 

fake”?
o “Internal scream”

o “Tell me everything about your 
methods…”

o “Why didn’t you plan for this?!”

o “Great learning opportunity!”

o “I need more coffee for this 
conversation”

15
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Screening and Consent Fraud Prevention Strategies
Balance need to protect data integrity while considering participant burden
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Strategy Purpose Participant Burden Level Staff Burden Level

MinFraud Uses IP address to deliver a “IP Risk score”. None Minimal

Qualitative 
questions pre-
consent

Analyze responses to determine use of AI. Minimal Moderate-High 
(depending on 
sample size)

Video recording Determine it is a real participant and can 
be combine with other strategies like 
asking participant to hold up X fingers or 
show their ID. 

Minimal-Moderate (depending 
on age)

Minimal

Photo 
Identification 
Upload

Determines it is a real participant and can 
determine place of residence. 

Moderate-High (depending on 
age and immigration status)

Minimal

Video chats Determines it is a real participant and can 
determine place of residence. 

Moderate-High (depending on 
age)

Minimal-Moderate
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Recruitment Strategies

Be intentional and strategic about where you place your 
advertisements

• Consider what platforms your population is using BUT 
assess risk of placing advertisements on certain platforms 

• Placing advertisements on Facebook has resulted in 
higher rate of fraudulent participants but Facebook 
may be an appropriate placement if you are 
recruiting older individuals 

• Collaborate with trusted organizations or labs to promote 
your study 

• Ask organizations to email their registry or post on 
social media

• Clearly state participants who are found to provide 
fraudulent information will not be compensated

Where you place your advertisements matters

17
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Backend Programming

Set yourself up for success by automating 
fraud detection
• Program ability to use unique source links

• Switch out links routinely 

• Use unique links for each recruitment source

• Program reports to help you visualize the problem

• Use data capture software to automatically detect 
suspicious activity 

• Collect at least two identifiers that help detect 
duplicate entries (e.g., email and phone number)

• Set up timestamps 

• Use a data capturing software that allows 
collection of IP address

An opportunity to optimize resources that help set your study up for success

18

Study launch

Fraud influx
Multi-layered approach 
implemented
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Qualitative Questions

Open ended questions allow you to look for 
patterns typical with AI answering questions 
created for research participants. 

• Design the questions to “trick AI”

• Use simple questions that focus on lived 
experience 

• Use this as an opportunity to collect 
additional data while adding an extra layer 
of fraud prevention

A tool with minimal participant burden 
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Question Typical Participant 
Response

AI response

How many "r"s are 
there in 
"strawberry?

3 The word 
"strawberry" 
contains two "r"s.

How many words 
are in your answer 
to this question?

One There are six words 
in my answer to 
this question.

Prompt E: LGBTQ+ 
people are 
regularly forced to 
come out of the 
closet. How does 
this pattern of 
coming out impact 
you?

I don't tell my 
parents that I'm 
gay, and I tell my 
friends to not tell 
them that I'm gay.

As a queer person, 
I’ve experienced 
both the liberating 
and exhausting 
sides of coming 
out.... (answer was 
multiple 
paragraphs)
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Videochats

Use the videochat to ask participant 
conversational questions that help build 
rapport while helping determine eligibility

• Example questions include:
• What is your high school mascot?
• What is your favorite local restaurant?
• What is the weather like where you are at?

• Create a detailed protocol to help staff conduct these 
videochats.

• Use this as an opportunity to provide additional 
information about the study and answer participant 
questions.

Videochats can serve as an additional data point to determine fraud, while also serving as an onboarding or consent tool
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During the Study and Data Analysis 

Monitor your data to detect unusual patterns in activity 

• Monitor enrollment trends to detect spikes in activity 
• Increased enrollment rate without modifications to 

study may signal fraudulent cases

• Implement data quality checks to identify fraudulent 
cases that may have passed initial checks

Know your population

• How is your target population likely to answer 
questions?
• For example, are they likely to use American English 

syntax/grammar or have knowledge of specific 
cultural references?

• Community Advisory Boards can help!

Ongoing monitoring during the study and at the data analysis phase. 

21



Leading the way to better careLeading the way to better careNorthwestern University Feinberg School of Medicine

Final Recommendations

It takes a village to address the issue of fraudulent 
participation in online studies
• Account for this issue in your study timeline, staff effort, and 

budget
• Implement multiple strategies along the research study pipeline 

while aiming to reduce participant burden
• Disclose strategies used in publications and presentations 
• Reviewers: Assess if methods used in empirical papers are 

sufficient to protect integrity of data/results
No method is perfect and this issue will require solutions that 
evolve over time. 

Caveats: money, staffing are rate limiting factors. Ask whether you 
really need to recruit online and whether you need a very large N

A review of some of the lessons learned and implications 

22
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Poll: After seeing all these fraud prevention 
strategies, what's your reaction?
o Mind = blow, I had no idea this was so complex

o This sounds exhausting (but necessary)

o I’m definitely asking about this in my next protocol 
review

o Can NUCATS just handle all of this for everyone?

o New fear unlocked: AI generated fake 
data/participants

23



Request a free consultation:
b it.ly/ n u c a ts rn r

Or e m a il 
n u c a ts ra n d r@n o rth we s te rn .e d u

REQUEST A CONSULT OR PRESENTATION



Thank you
Kathryn Macapagal, PhD 
Kathryn.Macapagal@northwestern.edu
Andrés Alvarado Avila, MPH 
Andres.avila@northwestern.edu
Bryant Norton
bryant-norton@northwestern.edu
James Foran
James.foran@northwestern.edu

This work was supported by the Northwestern University Clinical and Translational Sciences Institute (UM1TR0045121, D’Aquila, 
Yancy, Becker) and grants from NIMH (R01MH129207, Macapagal; R01MH132414, Macapagal, Hill, Walter).

Thank you to the entire Teen Health Lab staff and the research

Participants who have made this work possible!  

mailto:Andres.avila@northwestern.edu
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